
                                                                  

 

 

                           
 
 
FOR IMMEDIATE RELEASE       24 June 
2013 
 
OECD complaint filed by human rights groups against  

British surveillance company moves forward 
 
A complaint filed with the Organisation for Economi c Cooperation 
and Development (OECD) against Gamma International,  a UK-based 
company accused of selling surveillance spyware for  governments, 
will proceed and has been accepted for consideratio n, the UK 
National Contact Point (NCP) for the OECD announced . 
 
The decision by the NCP is instrumental in the ongo ing campaign 
to hold surveillance companies accountable for thei r products and 
the potential enabling of governments to commit hum an rights 
abuses. Privacy International, with the European Ce nter for 
Constitutional and Human Rights, the Bahrain Center  for Human 
Rights, Bahrain Watch and Reporters without Borders , filed formal 
complaints in February against Gamma International in the UK and 
Trovicor in Germany, arguing that Gamma and Trovico r breached a 
nearly a dozen recommendations from the OECD Guidel ines, all of 
which concern human rights. 
 
The statement by the UK NCP said:  

• "[Gamma] has been considering publishing a civil ri ghts 
policy but is not yet certain that it could success fully 
implement such a policy."  

• "[Gamma] considers that a wider policy preventing s ales to 
any country whose human rights record has been crit icised 
would not be practicable"; and 

• "Gamma also says that it would not be practical to enable a 
surveillance system to be remotely and unilaterally  closed 
down by the supplier should human rights concerns a rise, as 
no customer would purchase a system so enabled. “  

 
Despite this, Gamma continues to claim that they "w ould not 
supply the product identified in the complaint in a  situation 
where it believed it would be used for the purpose of repressing 
civil rights". However, after weighing the complain ts against 
Gamma's responses, the National Contact Point deter mined to move 
the case forward. 
 
Eric King, Head of Research said: "We are pleased t o have the NCP 



recognise what we have said for some time:  There i s evidence 
suggesting FinFisher has been used to target activi sts, and we 
need Gamma to step up and address the impacts their  products have 
had in Bahrain and possibly other countries. As the  appropriate 
next steps are taken during the OECD process, we si ncerely hope 
that companies like Gamma begin to closely evaluate  their 
policies and to whom they sell their products. With out such 
evaluation, we are concerned the proliferation of t hese 
technologies, and their use to suppress pro-democra cy voices, 
will only continue". 
 
Christian Mihr, Executive Director of Reporters Wit hout Borders 
Germany stated: “ The complaint being accepted is an  important 
step forward to secure journalists around the world  from 
intrusive surveillance through advanced spyware. Th e German NCP 
is now pressed to act, and should not try to furthe r delay the 
process. We are looking forward to enter the mediat ion. ”  
 
Dr. Miriam Saage-Maaß, Vice-Legal Director of ECCHR  stated “We 
very much welcome the decision of the UK NCP as fir st steps 
towards accountability of surveillance technology c ompanies. This 
also sets a precedent for the German NCP dealing wi th a similar 
case, which has not yet been accepted. ”  
 
Maryam Al-Khawaja, Acting President for the Bahrain  Center for 
Human Rights, said: “As human rights groups we have  time and 
time again pointed out that the lack of accountabil ity is one of 
the main reasons for the continuation of human righ ts violations. 
This includes the lack of accountability for compan ies that 
enable human rights violations in countries like Ba hrain. Holding 
these companies responsible for selling software to  governments 
who commit human rights violations will be a huge s tep forward 
for accountability not only for Bahrain; but intern ationally." 
 
Dr Ala'a Shehabi, of Bahrain Watch, said: "It shoul d never be 
"business as usual" with repressive states like Bah rain. This 
case, the first of its kind, and based on solid evi dence provided 
by the complainants, will bring to question importa nt matters, 
not just of trade itself, but of the nature of trad ing which can 
amount to complicity when it is used directly again st pro-
democracy activists struggling for equal rights. Th e NCP response 
from Gamma, by their own admission, clearly places profit before 
consideration of human rights. This is the wrong ap proach to 
European trade with authoritarian regimes. ”  
 
With the NCP in the UK considering the complaint, t he 
complainants and Gamma will be asked to engage in m ediation to 
reach a settlement. If no agreement is reached, the  NCP will 
conduct a separate examination into the complaint a nd issue a 
final statement on whether the guidelines have been  breached.  
 
While the National Contact Point in the UK has resp onded, the 
complainants still await a decision by the German N ational 
Contact Point regarding the complaint against Trovi cor. 
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BACKGROUND 
 
Gamma, a UK-based company, sells the intrusive surv eillance 
software FinFisher, a product that covertly install s malicious 
software onto a target's computer and mobile phones . FinFisher, 
without the knowledge of the user, tracks a targets  locations, 
logs keystrokes, can remotely switch on cameras and  microphones, 
and monitors emails, instant messengers, and voice calls. Thus 
far, the spyware has been found to be used in at le ast 35 
countries. These types of technologies have been fo und to be used 
against human rights defenders, journalists, and po litical 
activists, leading to arrests and tortuous interrog ations. 
 
The OECD Guidelines is a key international instrume nt for 
promoting corporate social responsibility. If the a llegations are 
upheld, the companies are likely to be found to be in breach of 
OECD Guidelines for Multinational Enterprises, reco mmendations 
addressed by governments to multinational enterpris es that set 
out principles and standards for responsible busine ss conduct. 
 
The OECD complaint is separate from Privacy Interna tional's 
filing for a judicial review of HM Revenue and Cust oms (HMRC) 
decision to refuse to release information about the  potentially 
unlawful export of FinFisher. In that case, Privacy  International 
is seeking to discover any investigation HMRC, the body 
responsible for enforcing export regulations, has i nitiated into 
Gamma. Thus far, Privacy International has been tur ned away by 
HMRC, who say they have no legal obligation to info rm victims of 
surveillance or the public of any details regarding  any 
investigation into Gamma's export practices.  


